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ABSTRACT

Big data plays a transformative role in enhancing patient safety through the development of predictive systems
based on real-time analytics and artificial intelligence (A1). This study aims to map the integration of big data
technology into patient safety systems, identify thematic trends, and highlight innovations in clinical and nursing
practices. A total of 50 articles published between 2014—2024 were analyzed using the PRISMA approach. The
findings were classified into three main categories: Big Data in Patient Safety, Patient Risk Prediction, and Al
Implementation in Healthcare. The findings indicate that the successful integration of big data in patient safety
is heavily dependent on data validity and technological readiness at the point of care. To address the challenge
of global disparities, future research should focus on developing predictive systems that are adaptive to local
conditions in developing countries as well as strengthening interprofessional collaboration to ensure that the
resulting solutions are practical, contextual, and sustainable. Several significant implementations include
machine learning models to predict acute kidney injury (AKI), fall risk, ICU needs, and drug-drug interactions,
with Python being the most dominant software. Al integration is also evident in nursing tasks such as risk
assessment, care planning, and perioperative monitoring via wearable devices.

Keywords: Patient Safety, Big Data, Predictive Systems

1. INTRODUCTION

Patient safety is a top priority in healthcare systems and an important indicator in
assessing the quality of services in various healthcare facilities. The World Health
Organization (WHO) reports that unsafe care causes more than 3 million deaths globally each
year and approximately 50% of these incidents are actually preventable. In low and middle
income countries (LMICs), there are 134 million adverse events annually, resulting in
approximately 2,6 million hospital deaths (WHO, 2024). These findings underscore that
patient safety is not merely a clinical issue but also a public health concern with systemic and
economic implications.

In Indonesia, the patient safety system is regulated by the Ministry of Health emphasizing
the importance of identifying, managing risks, reporting and learning from incidents by
establishing Sistem Pelaporan dan Pembelajaran Keselamatan Pasien Nasional (SP2KPN)
as a data center for patient safety incidents (Permenkes No. 11 of 2017). The Ministry of
Health's evaluation report shows that the quality and risk management indicator value at
community health centers is the lowest at 35,86%, far below other indicators (Kementerian
Kesehatan RI, 2022). This indicates that risk detection and prevention systems remain a weak
point in efforts to improve patient safety in primary care.
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In this context big data technology becomes highly relevant in healthcare referring to
large and complex datasets from sources such as electronic health records (EHR), medical
sensors, laboratories, social media, and genomic data (Badawy R, et al, 2024). According to
Mazumder (2024) this technology enables the processing and analysis of large amounts of
data in real-time to generate insights useful for clinical decision-making.

Big data has also been used to build machine learning and analytics-based prediction
systems capable of identifying high-risk patients for adverse events. Research by Kessler
(2020) found that using only administrative data available while patients were still
hospitalized could predict the risk of post-discharge suicide in psychiatric hospitals. Other
studies have shown that data from Electronic Health Records (EHR) can be used to predict
Major Adverse Cardiac Events (Huang and Dong, 2018). Finally, research by Ramirez et al.
(2019) shows that data from wearable devices, medical sensors, and Internet of Things (IoT)
platforms can be utilized to support early detection and real-time analytics-based clinical
decision-making.

This study comprehensively examines these phenomena by adopting a systematic
literature review approach based on the PRISMA protocol, enabling systematic filtering and
thematic classification of literature. The study also contributes new insights by dividing the
findings into three main domains and highlighting technological adaptations in healthcare
settings because to date there have been few systematic studies that comprehensively map the
relationship between big data, risk modeling, and Al implementation in clinical practice and
nursing. Through this approach, researchers synthesize existing scientific evidence, map
technological approaches, and identify challenges and opportunities in using big data to
improve patient safety across various healthcare service contexts.

2. METHODS

The method used in compiling this systematic literature review follows the PRISMA
statement guidelines. Articles were searched for in the Scopus database using the keywords
“big data patient safety” and “predictive analytics adverse events”.

All articles in this systematic literature review employ a quantitative research design with
various research methods: 1 article uses an observational cohort study, 2 articles use
observational studies, 2 articles use systematic reviews, 4 articles use experiments, 5 articles
use surveys, 9 articles use meta-analyses, and 27 articles use case studies. The criteria for
articles included in this systematic literature review were those related to patient safety and
the use of big data published in the last 10 years (2014-2024). The criteria for articles excluded
from this systematic literature review were those published before 2014.

3. RESULTS AND DISCUSSIONS

The PRISMA diagram for systematic literature review (SLR) uses Watase Uake Tools
which outlines a clear process for identifying, screening, and including studies for review.
During the identification phase, 130 articles were retrieved from the Scopus database, with
no duplicate articles found. However, one article was excluded using an automated tool
because its publication year fell outside the specified range (2014-2024). Additionally, four

ebiz
(@9 PRma

1321

PT EBIZ PRIMA NUSA




International Conference
on Digital, Social, and Science

INTERNATIONAL CONFERENCE ON DIGITAL, SOCIAL, AND SCIENCE

VOL. 02 (2025)
ISSN 3063-3303

articles were excluded for failing to meet the required quality standards (Tier Q1-Q4) and
three articles lacked abstracts for screening purposes.

During the screening stage, 122 articles were screened based on their abstracts. Of these,
58 articles were excluded for being irrelevant, resulting in 64 articles being sought for full-
text retrieval. However, 7 articles could not be retrieved. Subsequently, 57 articles were
assessed for eligibility, and 7 additional articles were excluded at this stage for various
reasons. Ultimately, 50 articles were deemed relevant and included in the final review. The
article selection mechanism in Figure 1 shows the PRISMA flowchart depicting the study
selection process is identification of records, removal of duplicates, screening of
titles/abstracts, assessment of full-text articles for eligibility, and final inclusion in the
systematic review.

via and

Record removed before screening
Duplicate records removed (n={2)

s
8 Record Identification From: Records mark as ineigible by automation
g Keyword: (Big data patient safety, tools [Year 2014-2024] (n=[EN)
'-E Pradictive analytics adverse events) Record removed for other reasons [Tier
= Database (Scopus, n=EETl) al,Qz2,Q3,Q4] (n=EN)
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Figure 1. PRISMA Diagram
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The distribution of articles from 2014 to 2024 shows a fluctuating trend, where
publications were still low in the 2014-2016 period, reflecting the early stages of interest in
this topic with only three articles (Caster et al., 2014; Sipes et al., 2015; Jelovsek, 2016). A
significant increase began in 2018 with a surge in publications peaking in 2021 with 14
articles related to the growing attention to digital health solutions during the COVID-19
pandemic. One tangible implementation of this increase is the research by Soangra and
Lockhart (2021) which developed a smartphone-based prediction model for cardiac surgery
outcomes by measuring the patient's gait and posture before the operation. This affirms the
capability of digital technology to support clinical assessment and accurately predict
postoperative mortality and morbidity, reflecting the increased interest in health technology
innovation during the pandemic. The number of publications decreased from 2022 to 2024
however, this trend still reflects an exploratory and transitional phase in big data-based patient
safety research (Stahel et al., 2024)

3.2 Country
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Figure 3. Country Classification

The chart above shows that the United States dominates the research with 32 articles,
reflecting its leadership in health technology and data analytics such as the study by Ji et al.
(2021) on improving the prediction of adverse drug effects (ADE) using an information
component-pharmacology network model (IC-PNM). China follows in second place with 7
articles in line with its national policies supporting digital innovation especially in the health
sector. One example is the development of a machine learning-based predictive model that
has the potential to help doctors make more precise decisions regarding therapy for
gynecological cancer patients (Liu et al, 2021). Other contributions from the United
Kingdom, South Korea, and Sweden demonstrate the active participation of developed
countries with strong healthcare and research systems (Cho et al., 2021; Rebane et al., 2020;
Spinu, 2019). Furthermore, Canada, Spain, and Switzerland also play a role in applying
machine learning technology to health big data for predictive analysis, thereby enhancing
clinical decision support and leading to more personalized and efficient treatment (Finkelstein
et al., 2021; Staartjes et al., 2020; Hassler et al., 2019).
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3.3 Software
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Figure 4. Software Classification

Data Collection
(EHR, vitals, labs)
Data Preprocessing
(cleaning, binning)
Feature Engineering
(selection, WoE)
Model Training
(train/test split, ML model)
Model Evaluation
(AUC, SHAP, ROC)

Interpretation & Deployment
(risk factors, clinical use)

Figure 5. Flowchart Machine Learning

The software classification section shows that Python is the most dominant software in
this research because its use allows for the efficient management of complex patient data,
training of various predictive models, evaluation of their performance, and identification of
relevant risk factors (Barker et al., 2024). Below are example Python code snippets used in
the development of machine learning models for patient safety prediction.

1324

PT EBIZ PRIMA NUSA




International Conference
on Digital, Social, and Science

INTERNATIONAL CONFERENCE ON DIGITAL, SOCIAL, AND SCIENCE

VOL. 02 (2025)
ISSN 3063-3303

Table 1. Python Code

Data Preparation & Binning

import pandas as pd
from optbinning import BinningProcess
from  sklearn.model selection  import
train_test split

df = pdread csv("patient data.csv")
X = dff["age", "bmi", "asa status",
"surgery time"]]
y = df{"uce"
binning_process =
BinningProcess(variable names=X.column
s)

X binned

binning_process.fit transform(X,

X train, X test,
train_test_split(

X binned, v,
random_state=42)

y_train, y_test

test_size=0.2,

Model Training & Evaluation

from  sklearn.linear model
LogisticRegressionCV

import

model =
cv=10,

solver='saga’,

model.fit(X_train,

LogisticRegressionCV/(
penalty='elasticnet',
11_ratios=[0.5])
y_train)

print(f'"Model accuracy on test set:
{model.score(X test,y test):.2f}")

Model Interpretation with SHAP
import shap
explainer =

X_train)
shap values =

shap.Explainer(model,
explainer(X _test)

shap.summary plot(shap values,
X_test)

In second place, SPSS is excellent for structured tabular data (rows and columns)

commonly used in electronic medical records (EMRs) or patient databases (Hernandez et al.,
2021). This is followed by STATA with its strengths in econometric analysis and statistical
computing flexibility which can identify risk factors and support decision-making in the
modern healthcare ecosystem (Strombotne et al., 2022). The next positions are held by R and
MATLAB which excel in scientific and technical data visualization playing a crucial role in
understanding big data patterns. Their ability to efficiently process, analyze, and model
signals is a major advantage as sensor data is often in a time-series format suitable for matrix
representation (Zimmet et al., 2021; Bonello et al., 2022). Several other software tools such
as PyTorch, KNIME, CYTOSCAPE, SAS, and COVIDENCE are used in limited numbers
for specialized functions like deep learning, network analysis, systematic reviews, and
predictive data management (Petre et al., 2021; Rebane et al., 2020; Spinu et al., 2019;
Davazdahemami and Delen, 2018; Stahel et al., 2024).
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3.4 Big Data in Patient Safety

® Large-Scale Healthcare Data Utilization
‘® Real-Time Analytics for Safety
® Data Mining Technigues

Figure 6. Category I Classification

Category I: Big Data in Patient Safety focuses on the utilization of large-scale health data
to detect risks and improve responses to adverse medical events. This category is divided into
three sub-categories.

The first sub-category Large-Scale Healthcare Data Utilization (38%), is a crucial
foundation for developing predictive systems that enhance patient safety and healthcare
efficiency. The massive volume of data from electronic health records and monitoring devices
provides a unique opportunity to identify complex patterns and risk factors (Byun et al., 2021).
For example in the context of major vascular surgery, research by Filiberto et al. (2021)
showed that integrating intraoperative data into machine learning models significantly
improves accuracy, discrimination, and precision in predicting postoperative Acute Kidney
Injury (AKI). The potential of Large-Scale Healthcare Data Utilization extends to complex
areas such as predicting Drug-Drug Interactions (DDI) a significant public health issue. This
is demonstrated by the use of large-scale transcriptomic data from databases to develop deep
learning models that predict DDI more effectively which is useful for treatment and the
prevention of adverse side effects (Luo et al., 2021).

The second sub-category Real-Time Analytics for Safety (32%) involves using big data
technology to monitor patient parameters in real-time, allowing for the early detection of
critical conditions so that medical teams can respond more quickly to prevent patient
deterioration. Real-Time Analytics for Safety leverages instantaneous data analysis to trigger
early warnings and enable rapid medical interventions which is crucial for preventing adverse
events and optimizing patient outcomes (Gillies et al., 2020). Research by Cumming et al.
(2021) shows that the application of real-time predictive models can accurately predict critical
events such as transfer to the intensive care unit (ICU), the need for mechanical ventilation,
or death.

The third sub-category Data Mining Techniques (30%), consists of applying various
methods to mine hidden patterns from large-scale historical data to identify previously
undetected patient safety trends and risks. Research by Yao et al. (2019) demonstrated the
application of an Artificial Neural Network (ANN)-based model to perform knowledge
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mining on historical data of Traditional Chinese Medicine (TCM) prescriptions, which could
predict whether a prescription had the potential to cause adverse effects. This illustrates how
data mining techniques can extract knowledge from non-conventional data sources for patient
safety.

3.5 Patient Risk Pediction

@ jAdverse Event Prevention
® Risk Stratification Madels
@ Predictive Analytics in Patient Monitoring

Figure 7. Category II Classification

Category II: Patient Risk Prediction is divided into three sub-categories which encompass
the development of data-driven predictive models to anticipate adverse events, including the
risk of falls, infections or postoperative complications.

The first sub-category Adverse Event Prevention (38%) focuses on developing prediction
models to anticipate and prevent various adverse events ranging from poor patient clinical
conditions to adverse drug effects (Wu et al., 2020). These models are designed to provide
early warnings to healthcare professionals enabling proactive interventions before a risk
materializes into an actual incident (Classen et al., 2018). One advanced approach in this area
is the development of a machine learning framework to predict the risk of mortality and ICU
admission/readmission by leveraging dynamic data (time series of vital signs and lab results
from the first 24 hours) and static data (demographics and comorbidities), this framework can
accurately identify high-risk patients even for rare events (Ibrahim et al., 2021).

The second sub-category Risk Stratification Models (36%) is used to group patients based
on their level of vulnerability to complications. This approach ensures that care can be tailored
earlier for high-risk groups and that clinical resources can be used more efficiently (Passias
et al., 2020). Risk stratification is applied through the use of machine learning-based
prediction models to evaluate the postoperative risk for patients undergoing cardiothoracic
procedures. This is done by integrating key clinical variables and intraoperative parameters
to classify patients into low, medium, and high-risk groups for mortality and complications
(Lee et al., 2018).

The third sub-category Predictive Analytics in Patient Monitoring (26%) emphasizes the
use of big data to continuously predict changes in a patient's clinical status. This approach
transforms passive monitoring into an intelligent system that can detect risks and trigger early
interventions (Harriton et al., 2021). A prime example of this application is the research by
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Fruscione et al. (2019) who developed a specific predictive model to differentiate the risks
for patients undergoing routine versus complex cholecystectomy with prediction accuracy
reaching up to 98% by applying these predictive analytics, medical teams can adjust
perioperative management strategies in real-time which is useful for optimizing patient
clinical outcomes and significantly reducing postoperative complications.

3.6 Healthcare Al Implementation

‘@ Clinical Decision Support Systems
‘@ Machine Learning in Disease Management
@ Al Integration in Nursing Practices

Figure 8. Category III Classification

Category III: Healthcare Al Implementation similar to Categories I and II consists of
three sub-categories. It focuses on exploring the direct application of artificial intelligence in
clinical practice, whether through decision support systems, complications or integration into
nursing practices.

The first sub-category is Clinical Decision Support Systems (CDSS) (48%) based on big
data and machine learning these systems are used to support clinical decision-making such as
selecting therapies, determining drug dosages, or predicting procedural success. This
improves practice consistency and reduces potentially harmful clinical variations (Kurian et
al., 2020). The application of CDSS was demonstrated in a study by Sutherland (2018) who
developed a predictive system based on electronic health record data to estimate patients'
needs for post-acute care (PAC) services like rehabilitation. This system was proven to
improve the accuracy and speed of care transition planning compared to traditional methods,
thereby accelerating the discharge process and reducing the risk of delays in follow-up
treatment.

The second sub-category Machine Learning in Disease (44%) is used to help predict the
likelihood of complications following specific medical procedures. One example is in the care
of aortic aneurysms where an artificial intelligence system analyzes pre-procedure patient data
(such as age, blood pressure, cholesterol levels, and other lab results). The system is able to
recognize patterns that may not be immediately visible to doctors and can predict the risk of
complications such as vascular leakage, blockages, or even death with a high accuracy rate of
over 86% (Kordzadeh et al., 2020).

Finally, the third sub-category which is important for the nursing field is A/ Integration
in Nursing Practices (8%). This involves the application of Al to support various aspects of
nursing practice such as care planning, discharge planning, patient education and self-
monitoring using digital devices. This expands the nurse's role in providing data-driven care
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and supporting better clinical outcomes. One direct implementation example is the use of a
predictive fall-risk analytics tool integrated into the electronic health record (EHR). Although
its direct impact on fall incidence rates is complex, the tool's use has been shown to drive
changes in nurse behavior such as increased risk awareness, conducting more multifactorial
assessments, and implementing more targeted interventions tailored to the patient's individual
risk profile (Cho et al., 2021). Al integration also occurs through accessible digital devices
like smartphones. Sensor data from a smartphone can be used to assess a patient's pre-
operative walking patterns and posture which is then fed into a predictive model to estimate
the risk of post-operative complications. This provides nurses with a quick and objective risk
assessment method that can help in more personalized and anticipatory pre-operative care
planning (Soangra and Lockhart, 2021).

4. CONCLUSION

This systematic literature review confirms the transformative role of big data in
enhancing patient safety through predictive analytics, risk stratification, and Al-driven
clinical decision support. Key advancements include the use of large-scale data for early risk
detection, development of predictive models for adverse event prevention and integration of
Al in both medical and nursing practices. These innovations collectively demonstrate the
potential of data-driven systems to personalize care, improve outcomes, and optimize resource
use.

However, the study faces several limitations. The dominance of research from high-
income countries particularly the United States raises concerns about external validity as
predictive systems developed in well-resourced contexts may not be transferable to low and
middle income countries (LMICs) with different healthcare infrastructures and data
capacities. Methodological diversity among the included studies and the absence of
qualitative insights further constrain generalizability. These limitations highlight the need for
future research to adopt multi-database strategies, include more geographically diverse
contexts, and integrate stakeholder perspectives particularly from LMICs to ensure equitable,
ethical, and clinically relevant implementation of big data in patient safety.
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