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ABSTRACT 

Servers play an important role as the center of data processing, applications, and services used by companies. 

High dependence as well as reliability on servers makes them primary targets for cyberattacks such as malware, 

SSH attacks, and web-based attacks. In addition, manual server provisioning is time-consuming and prone to 

human error, potentially leading to security misconfigurations. This study proposes a solution through the 

automation of server provisioning and hardening using Terraform and Ansible based on the NIST SP 800-123 

server security standard. This solution was designed to speed up server provisioning processes and ensure 

consistent and effective implementation of security configurations. The results demonstrate a halving in 

provisioning and hardening time when compared to manual processes. There were 64.29%, or 18 out of 28, 

checklists that were met. Vulnerability assessment using Lynis shows 71 of the hardening index, while OpenVAS 

found 1 low level after hardening. Additionally, SSH penetration testing showed a 100% prevention rate against 

unauthorized access. By leveraging digital automation to enhance IT infrastructure security, this solution 

contributes to building a more secure and reliable digital ecosystem. 
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1. INTRODUCTION 

Servers play a vital role in technology companies as central hubs for data processing, 

applications, and services. Due to this critical function, servers are common targets of 

cyberattacks, including malware, SSH attacks, and web-based threats. (Putra et al., 2022). 

According to the 2023 report by Indonesia’s National Cyber and Crypto Agency (BSSN), 

over 403 million anomalous traffic events were recorded during the year (BSSN, 2024).  

Besides external threats, misconfigurations caused by human error often expose servers 

to attacks. For example, in 2023, Indonesia was targeted by the LockBit ransomware, which 

encrypted internal data and exfiltrated sensitive company information (Anasrullah, 2024). 

Such incidents often arise from human errors or inherent weaknesses in security systems. 

Misconfigurations server settings can result in vulnerabilities, data lost, and financial damage 

(Soms et al., 2022). 

One effective way to reduce these risks is through security hardening, which improves 

system and network resilience by minimizing vulnerabilities (Herdianto et al., 2021; Wibowo 

et al., 2023). Security hardening improves system and network resilience against threats 

(Irfandi et al., 2022). This process can be guided by standards such as NIST SP 800-123, 

which provides best practices for secure server configurations  (Scarfone et al., 2008; Zein et 
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al., 2023). Moreover, manual server provisioning is time-consuming and prone to human 

error, especially during repetitive configurations (Khumaidi, 2021).  

To address both provisioning inefficiencies and security risks, this study proposes an 

automated approach using Terraform and Ansible. This integrated automation aims to speed 

up server deployment while ensuring standardized and secure configurations based on NIST 

SP 800-123. 

2. LITERATURE REVIEW 

2.1.Theoretical Framework 

Automation involves applying technology to reduce human involvement by defining 

decision criteria, relationships between subprocesses, and necessary actions, which are then 

executed by systems or machines (Evianti et al., 2021). In this study, automation supports 

server provisioning and hardening to minimize vulnerabilities from human error. 

Infrastructure automation, or Infrastructure as Code (IaC), is an approach used to 

provision and manage computing environments through explicit definitions of the desired 

environment in the form of code  (Hariyadi & Marzuki, 2020). Terraform is a widely used 

IaC tool for defining and deploying various infrastructure resources (Evianti et al., 2021). 

To complement infrastructure provisioning with Terraform, hardening configuration can 

be automated using tools like Ansible. Ansible can automate configuration tasks. It is an open-

source tool used in application deployment, configuration management, and system 

provisioning for Unix and Windows (Kurniawan & Saputra, 2024). In its implementation, 

Ansible uses YAML-based playbooks—human-readable files that define configuration steps 

(Alfiandi et al., 2020; Peddireddy, 2024; Pratama & Hariyadi, 2021). 

The National Institute of Standards and Technology (NIST) provides guidelines for 

information security through its Special Publication 800 series (Anelia et al., 2023). NIST SP 

800-123 specifically offers best practices for securing servers to help organizations prevent, 

detect, and respond to cyber threats (Irfandi et al., 2022). 

2.2.Previous Research 

Previous studies have extensively explored automation in IT infrastructure management. 

The study by (Hariyadi & Marzuki, 2020) demonstrated that Ansible can accelerate Virtual 

Private Server (VPS) management; however, it did not focus on comprehensive security 

hardening. Similarly, (Khumaidi, 2021) highlighted the efficiency of Ansible in automating 

server and user account management, but the research lacked depth in structured security 

hardening practices. In the context of infrastructure provisioning automation, (Pramadika & 

Chandra, 2023) showed the efficiency of Terraform in provisioning Google Kubernetes 

Engine (GKE) clusters, yet their study did not address post-provisioning operating system 

hardening. Meanwhile, (Putra et al., 2022) implemented Infrastructure as Code (IaC) using 

Ansible for network security automation, including IDS and honeypot deployment, but their 

focus was on network security components rather than holistic operating system hardening. 

Regarding the application of security hardening, (Zein et al., 2023) identified and applied 

hardening procedures on virtual servers based on the NIST SP 800-123 standard. However, 
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the approach in their study was primarily manual and recommendation-based, lacking full 

automation. 

This study differs from previous research by combining automated server provisioning 

using Terraform with security hardening using Ansible, both referring to the NIST SP 800-

123 server security standard. This approach brings both processes into a single automated 

workflow. The main goal is not only to speed up server deployment but also to ensure that the 

servers are securely and consistently configured. It helps reduce human error and improve 

overall system security. In addition, this study specifically measures how well the automated 

hardening process meets the NIST SP 800-123 checklist, which is often not addressed in 

earlier studies that focused only on provisioning, manual hardening, or other network security 

components. 

3. METHODS 

This research uses an experimental method with stages that begin with literature review, 

infrastructure design, implementation, testing and evaluation, as well as result analysis. These 

stages are illustrated in Figure 1  below: 

 

Figure 1. Research Methodology 

This study began with a literature review, examining previous research, technical 

documents, and relevant best practice guidelines to support the implementation. Next, the 

infrastructure was designed by integrating technologies for automated server provisioning and 

security hardening. The system was implemented using Terraform and Ansible, comparing 

two conditions: before and after hardening. The tested variables included provisioning time, 

Lynis audit scores, number of vulnerabilities identified by OpenVAS, and penetration testing 

results. Testing and evaluation involved Vulnerability Assessment (VA) and Penetration 

Testing (PT), where VA identified system vulnerabilities and PT simulated attacks to detect 

configuration weaknesses (Vegesna, 2022). Finally, the test results were analyzed to evaluate 

the effectiveness of the automated hardening process in enhancing server security. 

4. RESULT AND DISCUSSION 

4.1.System Design 

This study utilizes virtual machines on the Proxmox platform, with Terraform automating 

server provisioning based on the Infrastructure as Code (IaC) approach, as shown in Figure 

2. Once the servers are created, Ansible automatically configures and applies hardening. The 

workflow of this automation process is illustrated in Figure 3. To evaluate the system's 

security, internal audits are conducted using Lynis, while external testing is performed using 

Kali Linux with OpenVAS scans and simulated SSH attacks. 
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Figure 2. System Design 

 

Figure 3. System Flow 

This research was conducted in a local environment, with the specifications of the devices 

used detailed in Table 1. 

Table 1. Local environment specifications 

Type Specifications 

CPU on Local Environment 12 CPUs Intel Core I7-10750H 

Memory on Local Environment 4 GB RAM 

CPU on Proxmox 4 CPUs Intel Core I7-10750H 

Memory on Proxmox 4 GB RAM 

Technology Version 

VirtualBox 7.0.20 

Proxmox 1.10.50 

Terraform 2.15.13 

Ansible 7.4-19 

Ubuntu Server 24.4.02 

Technology Version 

4.2.Implementation Results 

4.2.1. Terraform Code 

In the Terraform code, several configurations are made, such as configuring the 

connection between Terraform and Proxmox via the API, as shown in Figure 4. 
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Figure 4. Proxmox API code snippet 

Additionally, other configurations include declaring the specifications of the server being 

created, such as machine ID, name, CPU cores, memory, and other settings, as shown in 

Figure 5. 

 

Figure 5. Virtual machine specification 

4.2.2. Ansible Code 

In this section, Ansible is executed by Terraform through the command line as shown in 

Figure 6. 

 

Figure 6. Terraform code snippet to execute Ansible 

Next, Ansible will work by applying the configurations defined in the YAML file, as 

shown in the code snippet of one of the files in Figure 7. 
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Figure 7. Ansible playbook code snippet 

Ansible will apply these configurations by executing playbooks that contain commands 

related to security hardening. 

4.2.3. Server Provisioning Time 

In the server provisioning test, the time required for manual provisioning was compared 

to automation using Terraform. Two manual scenarios were used: (1) using a cloud image, 

where server specifications are set manually before booting, and (2) using an ISO file, which 

involves a full manual installation. In both cases, configurations such as hostname, username, 

password, and network settings were applied after the server was started. These scenarios 

were used to strengthen the comparison with the automated method. The results are shown in 

Table 2. 

Table 2. Provisioning Time 

Provisioning Methode Details Average Time 

Manual Using ISO image 
11 minutes 18 

seconds 

Manual 
Using Cloud Init and hardening with 

Ansible 

6 minutes 14 

seconds 

Automated Using Terraform and Ansible 
4 minutes 3 

seconds 

 

Based on the test results, manual provisioning using the ISO method was over 7 minutes 

slower than the automated approach, while the Cloud Init method was around 2 minutes 

slower. These results indicate that automation can significantly reduce server provisioning 

time. 

4.2.4. Resource Usage 

This section compares the manual approach with the automated method using Terraform 

and Ansible. In the manual method with Cloud Init, the monitored processes included qemu-

system-x86, qemu-img, qemu, and ansible-playbook. Since provisioning was done manually, 

hardening was performed separately using Ansible. In contrast, the automated method ran 
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terraform, terraform-provisioning, qemu-img, and ansible-playbook in a single integrated 

execution. 

Monitoring recorded average, maximum, and minimum values, comparing resource 

usage during active and idle states. The results are summarized in Figure 8, which illustrates 

the resource usage comparison between the two methods. 

 

Figure 8. Resource Usage Chart 

Based on the graph, the average CPU usage when using Terraform is lower compared to 

the manual method using Cloud Init. Similarly, memory usage shows the same trend. 

4.3.NIST SP 800-123 Checklists 

The testing followed the checklist from NIST SP 800-123. This document divides server 

operating system security into four subsections, outlined in Table 3.  

Table 3. NIST SP 800-123 subsections 

NIST SP 800-123 Subsection Titles Total Checklist 

Patching and Updating the Operating System 4 

Hardening and Configuring the Operating System 18 

Install and Configuring Additional Security Controls 4 

Testing the Security of the Operating System 2 

 

A total of 28 checklist items from NIST SP 800-123 were verified. The server checks 

were performed automatically using a system audit tool called Lynis. The details of the 

checklist for each subsection are on Table 4. 

Table 4. NIST SP 800-123 checklist items result 

NIST SP 800-123 Subsection Titles Total Checklist Fulfilled Percentage 
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Patching and Updating the Operating System 4 1 25% 

Hardening and Configuring the Operating 

System 
18 

15 83% 

Install and Configuring Additional Security 

Controls 
4 

1 25% 

Testing the Security of the Operating System 2 1 50% 

 

Based on the checklist, several items were unmet. In the Patching and Updating section, 

patch management and vulnerability remediation were not implemented due to the need for 

managerial policies and lack of automated integration with sources like the National 

Vulnerability Database (NVD). Vulnerability scanning and mitigation were also absent. 

In the Hardening and Configuring section, remote access tools like SSH remained 

active—though securely configured—and 2FA was not added due to its need for user 

interaction, making full automation unfeasible. In the Additional Security Controls section, 

tools such as anti-malware, IDPS, and vulnerability managers were not installed due to 

technical and resource constraints. Lastly, in the Testing Security section, PII-related checks 

were not applicable since the provisioned server held no sensitive data. 

Out of the 28 checklist items, 18 were fulfilled, while 10 were not, resulting in a 

fulfillment percentage of 64.29%, calculated using formula (1). 

𝐹𝑢𝑙𝑙𝑓𝑖𝑙𝑙𝑒𝑑 𝐶ℎ𝑒𝑐𝑘𝑙𝑖𝑠𝑡

𝑇𝑜𝑡𝑎𝑙 𝐶ℎ𝑒𝑐𝑘𝑙𝑖𝑠𝑡
 × 100% ≈  

18

28
 × 100% =  64,29%   

4.4.Testing Workflow 

In this study, the tester conducted evaluations using two methods: security assessment 

and penetration testing. The security assessment was performed using two audit tools, namely 

Lynis and OpenVAS, as illustrated in Figure 9. From left to right in the figure, the Lynis 

assessment is shown on the left, OpenVAS assessment in the center, and penetration testing 

on the right. 

 
Figure 9. Workflow of Lynis, OpenVas, and penetration testing 

4.5.Testing Result 

4.5.1. Security Testing Result with Lynis and OpenVas 

The vulnerability assessment was conducted using a system audit tool called Lynis. The 

automated audit with Lynis resulted in a Hardening Index score of 71, as shown in Figure 10. 
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Figure 10. Lynis Testing Result 

The security assessment results using OpenVAS are presented in Figure 11  (before 

hardening) and Figure 12 (after hardening). Prior to hardening, one high-level, five medium-

level, and three low-level vulnerabilities were detected. After hardening, only one low-level 

vulnerability remained. 

 

Figure 11. OpenVas Testing Result Before Hardening 

 

Figure 12. OpenVas Testing Result After Hardening 

4.5.2. Penetration Testing Result 

Penetration tests confirmed the effectiveness of SSH hardening. Initial tests using Hydra 

and password-based login succeeded. After switching to key-based authentication, all brute-

force attempts failed. Full results are presented in Table 5. 

Table 5. Penetration Testing Result 

Type of Attack 
Test Result Before 

Hardening 

Test Result After 

Hardening 

SSH Login (valid username and password) Successful Failed 

SSH Login (invalid username and 

password) 
Failed Failed 

SSH Brute Force (with valid password) Successful Failed 

SSH Brute Force (without valid password) Failed Failed 
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This study demonstrates that automating server provisioning and hardening using 

Terraform and Ansible is both efficient and effective. Provisioning time was reduced to 4 

minutes 3 seconds—significantly faster than manual methods—while also lowering CPU and 

memory usage, aligning with prior findings (Hariyadi & Marzuki, 2020; Pramadika & 

Chandra, 2023). 

For security, 64.29% of the NIST SP 800-123 checklist was met, with a Lynis hardening 

index of 71 and a significant drop in OpenVAS-detected vulnerabilities. Unlike the manual 

approach in (Zein et al., 2023), this study fully automated the hardening process, reducing 

errors and improving consistency. SSH penetration tests also showed complete prevention of 

unauthorized access. 

Overall, the integration of Terraform and Ansible guided by NIST SP 800-123 provides 

a reliable solution for secure and efficient infrastructure management, despite some tasks still 

requiring manual effort. 

5. CONCLUSION 

Automation with Terraform and Ansible resulted in lower CPU and RAM usage and 

reduced provisioning time to 4 minutes 3 seconds—significantly faster than manual methods 

11 minutes with ISO, over 6 minutes with Cloud Init and Ansible. 

From 28 NIST SP 800-123 checklist items, 18 were met (64.29% compliance). Lynis 

reported a hardening index of 71, and OpenVAS showed a reduction from 9 to 1 low-severity 

vulnerability. SSH penetration tests confirmed 100% failure of unauthorized attempts after 

hardening. 

For future improvements, this automation can be extended to other virtualization or cloud 

platforms. Hardening standards may also be adapted based on server needs and application 

characteristics, enabling more targeted security and integration of patch management and 

advanced defenses. 
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