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ABSTRACT 

This research aims to analyze and compare the speed and accuracy of the Heapdumpfinder tool with Dirsearch 

in finding heapdump file vulnerabilities in spring boot-based web applications. Heapdump is a file that often 

contains sensitive data, such as credentials and authentication tokens, making it vulnerable to exploitation by 

attackers. Although Dirsearch is widely used in hidden file search, it has limitations in finding vulnerability of 

heapdump files in terms of speed and accuracy. To overcome this, Heapdumpfinder was created and customized 

to search for heapdump file vulnerabilities in the spring boot web framework. This tool utilizes fuzzing techniques 

and python-based asynchronous architecture to increase speed and accuracy in the search process. In the process 

of building the tool, the Rapid Application Development (RAD) framework is used to accelerate the development 

cycle iteratively. In addition, the performance evaluation of the tool is done using Confusion Matrix to measure 

the performance of the tool in finding heapdump files in more detail. The test results show that Heapdumpfinder 

excels in search speed and accuracy, and is able to minimize the risk of false positives compared to Dirsearch. 

Thus, Heapdumpfinder is expected to help pentesters and security researchers in finding vulnerabilities of 

heapdump files in the Spring Boot web framework. 

Keywords: Heapdumpfinder, Dirsearch, File heapdump, Spring boot, Rapid Application Development (RAD), 

Confusion Matrix 

1. INTRODUCTION 

Web application security is a critical issue in the digital era as these platforms handle 

increasing amounts of sensitive data(Alsaedi et al., 2022). Web applications are widely used by 

various users, from large enterprises to individuals, expanding the potential risk landscape for 

unauthorized data access(I. M. P. Utama et al., 2022). Misconfigurations during development, 

often due to limited understanding of framework security, are a common source of 

vulnerabilities. Spring Boot, a popular Java-based web framework, simplifies development 

with features like auto-configuration and microservice architecture support. However, this 

convenience can also lead to security gaps, especially in memory management related to 

heapdump files. Heapdumps, which capture snapshots of JVM heap memory, may contain 

sensitive data such as credentials and tokens(Gul, 2024). Unauthorized access to heapdump 

files can expose sensitive data, posing significant security risks as highlighted by the OWASP 

MASTG-TEST-0011 guideline. Dirsearch is a common tool used to detect such vulnerabilities 

by brute-forcing web directories(Nurelia et al., 2024), but it suffers from slow scanning and 

lower accuracy, often leading to false positives and negatives. To overcome these limitations, 

this research introduces HeapdumpFinder, a tool designed with a more focused and systematic 

scanning method to improve detection speed and accuracy. 
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Several prior studies have explored related areas, including web application vulnerability 

testing using Dirsearch, application development using the Rapid Application Development 

(RAD) method, and the use of heapdump files within Spring Boot environments. One such 

study by Ferzha Putra Utama and Raden Muhamad Hilmi Nurhadi, titled "Uncovering the Risk 

of Academic Information System Vulnerability through PTES and OWASP Method," 

demonstrated Dirsearch's role in identifying unprotected directories within an academic 

information system(F. P. Utama & Nurhadi, 2024). Their findings revealed the presence of 

accessible directories such as /config, /module, and /main, along with sensitive files like 

version.txt, suggesting significant vulnerabilities within university systems in Indonesia. 

Another study by Abu Baker and Shiraz (Gul, 2024) examined the use of heapdump files 

for analyzing Java application performance and identifying memory leaks. Their research 

indicated that poor memory allocation management leads to resource overconsumption and 

system crashes. Furthermore, they highlighted that heapdumps often contain sensitive data, thus 

posing security risks if not properly secured. 

In the context of software development(Afrianto Singgalen et al., 2024), explored the 

application of the RAD method in their work titled "Implementation of Rapid Application 

Development (RAD) for Community-Based Ecotourism Monitoring System." The study found 

that RAD effectively accelerated development cycles by involving users throughout the 

planning, prototyping, and implementation stages, resulting in flexible systems that could adapt 

quickly to user needs. 

Meanwhile, Alif Muhammad Akmal, Nono Heryana, and Arip Solehudin conducted a 

security analysis of the Singaperbangsa Karawang University website using vulnerability 

assessment methods(Akmal et al., 2022). In this study, Dirsearch was utilized to identify 

unsecured directories and files during the scanning phase, exposing folders such as /config, 

/install, and /admin that could be accessed without authentication. These findings highlight 

significant weaknesses in web application security, especially when relying solely on generic 

directory brute-forcing tools like Dirsearch. However, their research did not focus on specific 

memory-related risks such as heapdump exposure. This marks a key difference with our study, 

which aims to address this gap by introducing a specialized tool, HeapdumpFinder, to detect 

memory leak-related vulnerabilities more precisely. By focusing on heapdump detection rather 

than general directory listing, our tool aims to reduce false positives and better target critical 

security flaws that are often overlooked in broader assessments. 

Lastly, Yash Jani’s research, "Spring Boot Actuator: Monitoring and Managing 

Production-Ready Applications," discusses the utility of Spring Boot and its Actuator module 

in developing and monitoring Java-based applications(Journal & Jani, 2021). The study 

emphasizes the benefits of using built-in endpoints for monitoring application health, 

performance, and resource management. While the Actuator module enhances observability, it 

can also unintentionally expose sensitive information if misconfigured, particularly endpoints 

like /heapdump which may contain confidential memory snapshots. However, Jani's research 

does not explore the security implications of these endpoints when exposed publicly. Building 

on this, our research takes a security-oriented approach by evaluating the exposure risk of such 

endpoints and offering a targeted detection solution through HeapdumpFinder. This 

development contributes by extending the insights from Actuator functionality into the area of 

vulnerability detection and mitigation 
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This study aims to analyze the performance of Heapdumpfinder compared to Dirsearch 

tool in detecting heapdump vulnerabilities in Spring Boot-based web applications. The analysis 

focuses on comparing the speed and accuracy of both tools, using a confusion matrix to measure 

classification errors (false positives and false negatives).  

2. METHODS 

This research adopts a quantitative approach with an experimental design to evaluate and 

compare the performance of two tools, Heapdumpfinder and Dirsearch, in locating heapdump 

files within Spring Boot-based web applications. The tool development process follows the 

Rapid Application Development (RAD) method to accelerate the development cycle through 

iterative stages(Afrianto Singgalen et al., 2024; Yuricha & Phan, 2024). In addition, tool 

performance is evaluated using a confusion matrix(Normawati & Prayogi, 2021; Phillips et al., 

2024; Sathyanarayanan, 2024), which enables a more detailed assessment of their capabilities 

in detecting heapdump files. This approach allows for a fast-paced development process while 

ensuring that performance testing is conducted in a structured and measurable manner. 

 

Figure 1. Research Methods 

2.1 Rapid Application Development (RAD) Framework 

As explained by(Afrianto Singgalen et al., 2024; Manuhutu et al., 2025), RAD is a software 

development approach oriented towards accelerating the system development process through 

shorter, iterative, and collaborative cycles.  According to(Afrianto Singgalen et al., 2024), RAD 

includes four main stages, namely Requirement Planning, Prototyping, Construction, and 

Cutover. This method allows the development of tools to be carried out with a focus on the 

specific needs of users while ensuring the flexibility to make adjustments at each stage of 

development(Afrianto Singgalen et al., 2024). In the context of this research, the RAD method 

is applied as a framework to build the Heapdumpfinder tool. The following stages in the RAD 

method are implemented: 

2.1.1 Requirement Planning 

In the early stages of building the Heapdumpfinder tool, the main focus is on identifying 

the main requirements and objectives of the tool(Afrianto Singgalen et al., 2024; Hidayat & 

Hati, 2021; Panja & Manongga, 2023). This process begins with designing the architecture of 

the tool to be built, as well as compiling a flowchart to describe the system workflow in a 

structured manner. 
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Tool Builder Architecture 

 

Figure 2. Tool Builder Architecture 

1. aiohttp: Python library for asynchronous HTTP clients and servers, enabling concurrent 

requests without blocking. 

2. asyncio: Python module for writing asynchronous programs using event loops and non-

blocking I/O to handle tasks concurrently. 

3. async_timeout: Library to set timeouts on async operations, preventing delays from slow 

server responses. 

4. urljoin from urllib.parse: Used to correctly combine URLs, useful in searching 

heapdump files. 

5. Time: Tracks execution time to measure performance. 

6. argparse: Parses command-line arguments, allowing flexible CLI inputs like URLs or 

file lists. 

7. OS: Interacts with the operating system for file and directory management. 

Heapdumpfinder Algorithm Pseudocode 

1.Display the program logo 

2.Initialize the wordlist with paths that may lead to heapdump files 

3.Define function add_protocol(url): 

   If the url does not start with "http://" or https:// 

       Add "http://" in front of the URL 

   Return the url 

4. Define function fetch_and_validate(session, url, ssl_context, 

timeout): 

   Try: 

         Send a GET request to the url 

         If the response status is 200: 

             Get headers: Content-Type, Content-Length, Content-

Disposition 

             If Content-Length is 0: 

                 Read a small portion of the response and calculate its 
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size 

             If the content matches the heapdump format and size > 0: 

                 Print the url as a valid heapdump 

                 Return the url 

             Else: 

                 Print the url as invalid 

        Else: 

           Print that heapdump was not found with the status code 

    Catch network, SSL, timeout, or other general errors 

    Return None 

5.Define function check_heapdump(session, base_url, ssl_context, 

timeout): 

    For each path in the wordlist: 

        Combine base_url and path into a complete url 

        Call fetch_and_validate(url) 

    Wait for all results to finish 

     Return a list of valid URLs (heapdumps found) 

6.Define function main(): 

   Display the logo 

   Read user arguments (-s or --t) 

   Initialize SSL context (without certificate verification) 

   Set connection timeout 

   Record the start time 

If the user specifies -s (single URL): 

  Add protocol to the URL 

  Call check_heapdump() 

  If results are found: 

      Print all detected heapdump URLs 

  Else: 

      Print "not found" 

Else if the user specifies --t (file containing URLs): 

    Read all URLs from the file 

    For each URL in the list: 

          Add protocol 

          Call check_heapdump() 

    Combine all results 

    Print all detected heapdumps or a "not found" message 

Print program execution time 

7.Run main() in an asyncio event loop 

Handle KeyboardInterrupt (Ctrl+C) 

 

The pseudocode above outlines the main workflow of the HeapdumpFinder tool, which is 

designed to detect exposed heapdump files in Spring Boot-based web applications. The 

program begins by displaying a logo for user interface clarity and then initializes a predefined 
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wordlist containing common URL paths where heapdump files are likely to be located, such as 

/heapdump, /actuator/heapdump, or /management/heapdump. A helper function add_protocol() 

ensures all input URLs have the correct HTTP or HTTPS scheme before processing. The core 

scanning functionality resides in fetch_and_validate(), which handles the logic of sending 

HTTP GET requests to potential heapdump URLs, checking for a 200 OK status code, and 

verifying whether the returned content matches characteristics of a heapdump file (such as 

content type, file size, or content disposition). If a valid heapdump is detected, the URL is 

reported as vulnerable. The function check_heapdump() iterates through all wordlist paths for 

a given base URL and performs asynchronous validation of each potential heapdump endpoint. 

It collects and returns any URLs confirmed to be exposing heapdump files. The main() function 

serves as the program's entry point, accepting either a single URL (-s) or a list of URLs from a 

file (--t). It initializes SSL settings to bypass certificate checks, sets timeout constraints, and 

tracks the tool’s runtime. It handles each target accordingly, consolidates the results, and prints 

detected heapdump endpoints or informs the user if no vulnerabilities were found. Finally, the 

tool runs within an asyncio event loop for better performance and responsiveness. It also 

gracefully handles user interruption (e.g., Ctrl+C) to ensure a clean exit. 

2.1.2 Prototyping 

This phase involves the initial development of the tool’s prototype, as described 

in(Afrianto Singgalen et al., 2024). The prototype is developed with a primary focus on 

detecting heapdump files in Spring Boot-based applications using fuzzing techniques. Initial 

testing was conducted directly on real-world targets that utilize the Spring Boot web framework 

to evaluate the tool’s performance in locating heapdump files.  

2.1.3 Construction 

After the initial prototype was developed and refined based on testing results and feedback, 

the full construction phase of the tool began (Afrianto Singgalen et al., 2024). During this phase, 

performance optimization was carried out in the Python code to improve both the speed and 

accuracy of heapdump file vulnerability detection. Library integration was also enhanced to 

accelerate the scanning process, optimize connection management, and improve the accuracy 

of heapdump file validation. 

2.1.4 Cutover 

This stage represents the final implementation phase(Afrianto Singgalen et al., 2024), 

where HeapdumpFinder is ready to be used as a Command Line Interface (CLI) tool on Linux 

systems. After a series of tests and refinements, the tool can now be executed directly from the 

terminal without the need for a graphical interface or deployment to a production server. To 

ensure stable performance and reliability in various scenarios, the tool was tested against a large 

set of target URLs. These tests aimed to identify potential issues and ensure the tool operates 

effectively. If problems were encountered during implementation, further improvements and 

optimizations would be applied to enhance the tool’s stability and capability. 
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2.2 Gathering of Target Dataset 

The target dataset collection in this research was conducted using Shodan. Shodan is a 

search engine specifically designed to find devices connected to the internet(Rajasekar & 

Rajkumar, 2023; Roble & Abualkibash, 2021). The search process involved using specific 

search formats tailored to the research needs, aiming to discover targets running the Spring 

Boot web framework. The search query format used in Shodan is shown below: 

http.html:"Whitelabel Error Page" 

Shodan Search Format for Web Framework Spring Boot I 

http.favicon.hash:116323821 

Shodan Search Format for Web Framework Spring Boot II 

The use of Shodan for data collection is a common and accepted practice in cybersecurity 

research for examining publicly accessible internet-connected systems. This is consistent with 

the findings of studies(Rajasekar & Rajkumar, 2023), However, the dataset gathered in this 

study was not manually validated for accuracy or timeliness, as the status of target systems may 

change over time. This limitation should be acknowledged when interpreting the findings. The 

research focused exclusively on public systems that do not require special authorization. No 

exploitation, damage, or personal gain was involved; all activities were conducted strictly for 

educational and ethical purposes. 

2.3 Comparative Tool Testing 

 

Figure 3. Testing Process Flow 

After developing HeapdumpFinder using the RAD method and collecting the target 

dataset, a comparative evaluation was performed to assess speed and accuracy in detecting 

heapdump file vulnerabilities. As shown in Figure 3, the evaluation compared 

HeapdumpFinder and Dirsearch based on search speed measuring how fast each tool locates 

heapdump files and detection accuracy assessing how well they distinguish valid from invalid 

files. Speed was measured by execution time, while accuracy used a confusion matrix to 

evaluate classification errors. 

2.4 Recording and Analyzing Accuracy with a Confusion Matrix 

After the comparative testing of the tools was completed, the next step was to analyze the 

results to determine which tool is superior in detecting heapdump files in Spring Boot-based 

web applications. The analysis method uses a confusion matrix. A confusion matrix is a 
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standard evaluation metric used to assess the accuracy of a model in classifying data into the 

correct categories(Maulana Al-Fakih & Lammada, 2024). The confusion matrix includes four 

key parameters(Indransyah et al., 2022): True Positive (TP) for correctly detected heapdump 

files, False Positive (FP) for non-heapdump files wrongly classified as heapdumps, False 

Negative (FN) for missed heapdump files, and True Negative (TN) for correctly rejected non-

heapdump files. Accuracy test results are further evaluated using metrics such as Accuracy 

(overall correctness), Precision (proportion of true positives among detections), Recall (ability 

to find all actual heapdump files), and F1-Score (a balance of Precision and Recall). 

3. RESULT & DISCUSSION 

This study used an experimental method to evaluate the speed and accuracy in detecting 

heapdump files. Tests were conducted on three groups of Spring Boot web applications, 

consisting of 100, 300, and 500 targets. These target sizes were chosen to achieve an optimal 

balance between performance evaluation and system stability. The selected scales allow for a 

gradual and measurable analysis of performance changes, while avoiding system overload 

caused by excessively large test sets. HeapdumpFinder and Dirsearch were tested separately on 

each scale, and each test was repeated three times to ensure consistent and reliable results. The 

evaluation metrics focused on average execution time and accuracy in identifying valid 

heapdump files. 

3.1 Speed 

Testing was conducted on target lists of 100, 300, and 500 entries, each repeated three 

times. The average execution times of HeapdumpFinder and Dirsearch were compared to 

evaluate their speed under different workloads. The results are shown in the graph below. 

 

Figure 4. Results of Speed Testing on Both Tools 

Based on the test results shown in Figure 4, HeapdumpFinder demonstrates a clear speed 

advantage over Dirsearch in locating heapdump files. For 100 targets, HeapdumpFinder 

averaged 34.8 seconds versus Dirsearch’s 138.8 seconds. With 300 targets, HeapdumpFinder 
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completed scans in 130.56 seconds compared to Dirsearch’s 1115 seconds. The largest gap was 

in 500 targets, where HeapdumpFinder took 167.97 seconds while Dirsearch required 1451 

seconds. This speed is mainly due to HeapdumpFinder’s use of asynchronous I/O with aiohttp 

and asyncio, enabling parallel HTTP requests, unlike Dirsearch’s slower thread-based 

approach.  

3.2 Accuracy 

In this aspect, the success rate of HeapdumpFinder and Dirsearch in detecting valid 

heapdump files from the tested URLs was measured. The tests were conducted using the same 

target counts as the speed tests 100, 300, and 500 URLs with each test repeated three times to 

ensure consistent results. The accuracy data was calculated as the percentage of successful 

detections of heapdump files. Furthermore, the accuracy assessment was complemented by an 

analysis using a confusion matrix(Helmud et al., 2024) to provide a more comprehensive view 

of the results. The figure below shows the heatmap of the accuracy test results for 

HeapdumpFinder and Dirsearch, illustrating the detection success rates for heapdump files 

across different test scales. 

 

Figure 5. Top Performance Datasets of Both Tools 

 

Table 1. Confusion Matrix Calculation Results Based on the Top Performance Dataset of 

Both Tools 

 

Tools 

 

Target 

Confusion matrix calculation results are based on 

the best performance dataset of both tools, with the 
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evaluation metrics calculated using (1), (2), (3), and 

(4) 

Accuracy Precision Recall F-1 

Score 

Dirsearch 100 97 % 80% 60% 68,5% 

Dirsearch 300 97% 70% 53,8% 60,8% 

Dirsearch 500 97,8% 69,2% 56,2% 62% 

Heapdumpfinder 100 100% 100% 100% 100% 

Heapdumpfinder 300 100% 100% 100% 100% 

Heapdumpfinder 500 99,8% 100% 93,7% 96,7% 

 

Accuracy = 
(𝑇𝑃+𝑇𝑁)

(𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁)
𝑥100%   (1) 

Precision = 
𝑇𝑃

𝑇𝑃+𝐹𝑃
 (2) 

Recall = 
𝑇𝑃

𝑇𝑃+𝐹𝑁
 (3) 

F1 Score = 2𝑥
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 𝑥 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙
 (4) 

The test results shown in Figure 5 and Table 1 demonstrate that HeapdumpFinder 

outperforms Dirsearch in locating heapdump files across different scenarios. Using Precision, 

Recall, and Accuracy as metrics, HeapdumpFinder consistently achieved near-perfect precision 

and recall on tests with 100, 300, and 500 targets, indicating no false positives or negatives. In 

contrast, Dirsearch’s performance dropped notably with 500 targets, showing more false 

detections and lower accuracy. HeapdumpFinder reached 99.8% accuracy on 500 targets, 

compared to Dirsearch’s 97.8%. This higher accuracy is due to technical improvements in 

HeapdumpFinder’s code, enhancing its ability to find heapdump files in Spring Boot web 

frameworks. These factors include: 

1. More Flexible SSL and Redirect Management 

HeapdumpFinder handles SSL certificate validation and redirects better. Some servers 

hosting heapdump files use invalid or self-signed SSL certificates, causing other tools to fail to 

connect. HeapdumpFinder overcomes this by disabling SSL validation with the following 

configuration: 

import ssl 

ssl_context = ssl.create_default_context() 

ssl_context.check_hostname = False 

ssl_context.verify_mode = ssl.CERT_NONE 

Code for SSL and Redirect Management 

This allows HeapdumpFinder to access targets despite certificate issues, improving search 

success. In contrast, Dirsearch struggles with such cases, making some targets inaccessible and 

reducing its search performance. 

2. Heapdump File Validation and Checking 
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HeapdumpFinder does not rely solely on the 200 OK status code to confirm the presence 

of a heapdump file. It also implements a file size check, where in this scenario, 

HeapdumpFinder reads only a small portion of the data from the HTTP response to conserve 

resources, before determining the actual size of the heapdump file: 

# If the file has 0 bytes, read only a portion of the data 

if content_length == 0:   

    data = await response.content.readany()   

    content_length = len(data) 

Code for Reading Heapdump Files 

From the code, it means that if content_length is 0, it indicates that the server does not 

provide information about the file size, or the file itself is empty. To handle this, 

HeapdumpFinder reads a small portion of data from the HTTP response using await 

response.content.readany(). After the data is read, HeapdumpFinder updates the file size using 

content_length = len(data), ensuring that it can verify whether the file is truly empty or contains 

data, before proceeding with further validation.After this size checking process, validation is 

performed using the following code. 

# Heapdump validation including .gz   

if ('application/octet-stream' in content_type or   

    'application/vnd.ibm.jvm.heapdump' in content_type or   

    'application/zip' in content_type or   

    'application/gzip' in content_type or   

    'heapdump.zip' in content_disposition or   

    'heapdump.gz' in content_disposition or   

    url.endswith('.gz')) and content_length > 0:   

         

    print(f"\033[92m[+] Valid heapdump found at: {url} (Type: 

{content_type}, Size: {content_length})")   

    return url   

Code for Validation Improvement 

From the code above, HeapdumpFinder employs a layered validation process to ensure 

detected files are truly valid heapdumps. It first checks the Content-Type for known heapdump 

formats such as vnd.ibm.jvm.heapdump, application/octet-stream, application/zip, or 

application/gzip. Additionally, it examines the Content-Disposition header for filenames 

indicating heapdumps, like heapdump.zip or heapdump.gz, since some servers may provide 

inaccurate Content-Type information. Next, the URL extension is checked for .gz, a common 

format for compressed heapdumps, increasing the likelihood that the file is valid. Finally, 

HeapdumpFinder verifies the file size is greater than zero to avoid false positives from empty 

files that still return a 200 OK status. By combining these validation methods, HeapdumpFinder 

improves detection accuracy and reduces false positives and negatives, ensuring that all 

identified files meet the required technical criteria 
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4. CONCLUSION 

Based on test results, HeapdumpFinder shows strong potential in detecting heapdump file 

vulnerabilities in Spring Boot frameworks compared to Dirsearch. It outperforms in fuzzing 

speed, identifying files in an average of 168 seconds for 500 targets, while Dirsearch takes 1451 

seconds. HeapdumpFinder also achieves higher accuracy at 99.8%, versus Dirsearch’s 97.8%. 

These results highlight HeapdumpFinder’s superiority in vulnerability detection. This research, 

conducted ethically and solely for educational purposes on public systems, aims to aid 

penetration testers and security researchers. Future work will compare HeapdumpFinder with 

other tools like Gobuster, Wfuzz, and FFUF for broader analysis. 
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